YOUR CONNECTION TO
END-TO-END TECHNOLOGY EXPERTS

©
CYBER HEALTH PLAN ProCern
FIGHT OFF ATTACKS & GERMS

WWW.PROCERN.COM

WHAT YOU GET

Continuous assessments, using the
latest attack methods and tools

Predictable and manageable
operational expenses

Periodic check ups help you see
how healthy your environment is

Scale up and down with your
business needs

Select the package level that best
suits your needs
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FIGHT OFF

ATTACKS & GERMS

Much like taking care of your body

through proper nutrition and hygiene

is essential for fighting off attacks and

germs, your organization’s ability to

effectively manage and mitigate cyber

risks is reliant on the enforcement of

comprehensive cybersecurity policies

and procedures. Just as a personal

health plan includes a range of activities, from regular check-ups to diet and exercise; a cyber health plan
involves a portfolio of measures to safeguard digital assets and data from cyber threats.

We will support you to develop comprehensive strategies to improve your cybersecurity posture. To
achieve this, we conduct a series of cybersecurity assessments to gauge whether you have safeguards

in place to remain resilient in the face of evolving cyber threats. Our team of cybersecurity professionals
employ a holistic approach, carefully examining network infrastructure, applications, and data systems
for vulnerabilities and weaknesses. Furthermore, our advisory support extends beyond risk identification,
offering strategic guidance to help you develop and implement robust cybersecurity policies, incident
response plans, and employee training programs. With our comprehensive approach, we empower your
organization to proactively mitigate threats, protect sensitive data, and maintain optimal standards of
cybersecurity.

Unlike traditional models that offer single assessments, our cyber health plan features continuous
assessments using the latest attack methods and tools. We offer periodic check-ups to help you keep a
pulse on your environment and any adjustments that need to be made. The best part of the Cyber Health
Plan is that you can scale the plan up or down based on your business needs while having predictable and
more manageable operational expenses.

INCLUDED SERVICES

- Security Strategy Review - Cyber Risk Assessment - Penetration Testing

- Information Security Policy Review - Tabletop Exercises - Dark Web Monitoring

- Business Continuity Plan - Phishing Exercise - Vendor Monitoring
Development - Firewall Ruleset Review - Security Awareness Training

- Incident Response Planning - Priveleged Access Reviews - Virtual CISO and Cyber Briefings

- Disaster Recovery Planning - Vulnerability Scans



Security Strategy Review

We offer a comprehensive analysis of your organization's security posture. We
employ a high-level, inquiry-based assessment methodology, aligning with the
NIST Cybersecurity Framework. To facilitate the security strategy review we:
request and review security program documentation (e.g., org charts, program
charters, policies, procedures, processes and standards), facilitate interviews

to determine how well enterprise security capabilities align with key security
domains, and conduct workshops to understand ongoing and planned
initiatives that may have an impact to the cybersecurity program.

Information Security Policy Review

Our Information Security Policy Review aligns your organization'’s policies with
industry best practices. We examine your existing information security policies
to identify any gaps or inconsistencies. Our review process is focused on
validating whether your organization'’s policies align with best practices, legal
and regulatory requirements, and the evolving threat landscape. Our team
leverages the policy controls in the NIST 800-53 Moderate Baseline and seeks
to determine if controls should be in place.

Business Continuity Plan Development

Our Business Impact Analysis (BIA) and Business Continuity Plan (BCP)
services offer a comprehensive evaluation of your organization’s operational
resilience strategy. We begin by conducting a thorough assessment to identify
potential resiliency gaps within your current environment and deliver tailored
recommendations for improvements.

Our BCP development adheres to the NIST 800-34 standard to create a
robust plan that identifies triggers, activation criteria, resource notification
procedures, approved recovery strategies, and the necessary steps to manage
and close out incidents. We provide a standardized plan framework aligned
with industry best practices, facilitating preparedness for any disruptions.

Incident Response Planning

Our Incident Response Plan development service is designed to fortify your
organization’s ability to effectively respond to cybersecurity incidents. Our team
assesses your current response plans and delivers actionable recommendations
for improvement.

Our approach is grounded in the NIST 800-61 standard to create an incident
response plan that is well-structured. This includes defining triggers, activation
criteria, resource notification procedures, approved recovery strategies, and the
necessary steps for incident clean-up and closure. We are dedicated to providing
a strategic plan that aligns with industry-leading standards, enabling you to
mitigate risks and respond confidently to security incidents.
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Disaster Recovery Planning Expert Guidance With

Our Disaster Recovery Plan bolsters your IT structure to prepare for threats

and outages. Through in-depth interviews with your IT teams, we identify

potential vulnerabilities and deliver tailored recommmendations to create a @ DISASTER
comprehensive, actionable plan. Built on the NIST 800-34 standard, this plan RECOVERY (DR)
includes defined triggers, escalation pathways, response procedures, and LA
recovery strategies. With our approach, you gain the confidence and resources

needed to support your organization through any challenge.

Tabletop Exercise

. . . L Be Prepared With
Our Tabletop Exercise service is designed to enhance your organization

readiness for various scenarios. We will facilitate a scenario carefully selected

from our pre-defined scenario bank to assess your current response

capabilities effectively. Our team will provide context for the scenario, distribute

necessary materials, and guide the discussion throughout the exercise. As the iz
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exercise unfolds, we will collect data on response capabilities, commmunication
effectiveness, escalation timing, and stakeholder engagement. Leveraging this
data, we will offer insightful recommmendations for improvement to prepare
your team to handle real-world incidents.

Cyber Risk Assessment You'll Benefit From

We will collect data from industry leading threat intelligence sources and

aggregate a list of top threats and threat actors facing your environment.

Using prior knowledge of your environment and supplemental interviews, we N CYBER RISK
will develop a Cyber Risk Report to highlight the key risks and threats, as well -i ASSESSMENT
as any mitigating factors that may reduce those risks. Based on the results of =
the analysis, we will provide recommmendations for additional corrective action

that can be incorporated into the broader security strategy.

Phishing Exercise

Gain Insights

Using social engineering techniques, we will execute a controlled phishing
campaign to evaluate the security awareness of your personnel and identify
your most vulnerable users. Throughout the campaign, we will monitor its

. . . . . PHISHING
rogress, providing you with a comprehensive report that includes metrics
prog P gy P P CAMPAIGN
such as the number of phishing emails sent, the number of emails opened, RESULTS

and the number of personnel who clicked on the link. For individuals who
do not pass the phishing test, we offer directed training to enhance their

awareness.



Firewall Ruleset Reviews

Take Advantage of

We thoroughly analyze your firewall rule sets to identify potential issues,
including overly permissive rules, the use of insecure services, and overlapping
rules that could weaken your network’s security. Based on our in-depth review,

FIREWALL
we provide recommendations aligned with industry best practices for firewall @ RULESET REVIEW
REPORT

ruleset configuration and management. These recommendations equip your
network security teams to take further investigative and corrective actions to
keep your firewall a robust defense against emerging threats.

Privileged Access Reviews

) ) You'll Have
To support your efforts to safeguard against unauthorized access to your

environment, we review users with administrative permissions and compare

their level of access to an approved list of users based on function. We flag

users that no longer require administrative access or have gained access PRIVILEGED
without prior approval for further review by your technical and business teams. ACCESS REVIEW
Additionally, we analyze termination reports to validate that individuals no SRR
longer affiliated with your organization do not have access to critical groups.
We collaborate with your team leveraging the initial user listing to construct a

“white list” of approved individuals for each group with administrative access.

Vulnerability Scans
You'll Be Supported With
We employ automated vulnerability scanning tools to evaluate you environment,

assisting in the early detection of potential vulnerabilities. These scans are

conducted under your supervision and can be either external unauthenticated

scans or internal authenticated scans, depending on your specific needs. Following (_, VULNERABILITY
g/ SCAN REVIEW
REPORT

the scans, we provide detailed recommmendations for the vulnerabilities, aligning
with industry-standard frameworks and tools. Our comprehensive methodology
encompasses: foot printing, external scanning and reconnaissance, identification of
OS and application vulnerabilities, firewall assessments and web application security
checks based on OWASP framework.

Penetration Testing

Our team goes beyond surface-level assessments to actively exploit architectural

Be Equipped with

weaknesses and configuration vulnerabilities, providing a real-world evaluation of
your security posture against active threats. We offer flexibility in conducting tests
from both internal and external perspectives, tailored to your specific requirements . PEN TESTING
< REPORT WITH
and desired outcomes. Our comprehensive penetration testing methodology is @ RISK RANKED

rooted in industry standards, including NIST SP800-115 and the Penetration Testing VULNERABILITIES
AND

Execution Standard (PTES). Following the tests, we risk-rank the findings and deliver RECOMMENDATIONS

an executive overview along with technical guidance for remediation, enabling you

to fortify your defenses effectively and mitigate potential risks.



Dark Web Monitoring

This service provides your organization with proactive threat intelligence by
continuously monitoring the Dark Web for any stolen user data associated
with your domains. Based on the monitoring results, we offer tailored
recommmendations for corrective actions, which may include password resets
and targeted training to mitigate against potential risks. While our reports are
sourced from dark web channels with known criminal activity, it's important to
note that they do not guarantee detection of all criminal activity. However, our
service serves as a valuable early warning system to protect your sensitive data

and enhance your cybersecurity posture.

Vendor Monitoring

To help monitor the security and compliance of your critical vendors, our team
conducts a thorough review of a sampled list of your vendors with the goal of
identifying potential security and compliance issues. Our team collaborates closely
with your vendor contacts and relationship owners to streamline information
management. We also leverage questionnaires and interviews to obtain input from
your vendors. Our team helps validate whether your vendors comply with standards

such as PCI DSS or SOC 2.

Security Awareness Training

Our Security Awareness Training service takes the burden off your shoulders by
supporting the management of your security awareness program. While you as
the client remain responsible for the security training program, we efficiently
manage the training program using the industry-standard platform KnowB4. Our
management process involves collaborating with your team to identify relevant
training topics, distributing the training materials, and monitoring participant
responses for effectiveness. We will provide a report that gives you insight into top

offenders and if there are additional opportunities for training.

Virtual CISO and Cyber Briefings

Our Virtual CISO and Cyber Briefings service is designed to offer comprehensive
cybersecurity guidance tailored to your organization’s needs. We stay updated on
industry trends, recent cyber attacks, evolving compliance requirements, and your
specific goals. With regular touch points and the flexibility to reach out to our team
at any time, you'll have continuous support and expert advice at your fingertips.
Additionally, we provide valuable insights to your leadership, to keep them informed

about your security posture and the progress of your cybersecurity initiatives. To
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enhance your cybersecurity knowledge, we offer industry briefings every six months, keeping you informed about the

latest developments in the field. With a monthly one hour meeting and on demand, we are committed to helping you

address cybersecurity concerns, track initiative status, and discuss proposed security measures effectively.
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RANSOMWARE IMPACT ANALYSIS EQ
Identify ransomware exposure with our

proprietary, non-destructive simulations

that reveal how far an infection could

spread—before a real attack occurs.

CLOUD SECURITY & COMPLIANCE
REVIEW

Assess your cloud environments—

across any provider—to uncover hidden
vulnerabilities and strengthen your overall
security posture.

PHYSICAL SECURITY REVIEWS

A comprehensive physical security review
evaluates more than doors and windows—
it aligns with leading frameworks to

assess surveillance, access logs, visitor
management, and environmental
safeguards, enhancing your facility's overall
security posture.

While our standard Cyber Health Plans are designed to meet the needs
of most organizations, we also offer a range of optional add-on services
to further support your security, compliance, and risk management
objectives. These enhancements can be fully customized in collaboration

with your team, with pricing scoped accordingly.

CONFIGURATION BASELINE
DEVELOPMENT & MONITORING

We establish secure configuration
baselines using advanced scanning tools,
continuously monitoring to ensure systems
remain hardened and aligned with industry
best practices and compliance standards.

AUDIT READINESS & COACHING

We serve as your advocate and guide
through evidence collection, review,
and auditor interviews—supporting PCl,
HIPAA, CMMC, SOC2, and other industry
frameworks and standards.

PATCH MANAGEMENT

We deliver proactive patch management
that identifies, tests, and deploys security
updates to protect against vulnerabilities.
Working with your IT team, we ensure
timely patching, regulatory compliance, and
minimal operational disruption.

Start customizing your Cyber Health Plan today!
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